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DISABLING OF MOBILE COMMUNICATION APPARATUS 



Field o£ 'the Invention 

This invention "relates to disabling or locking mobile 
communication apparatus, for example a mobile s«ryer, 
comprising for example a mobile equipment ^-e.g. a mobile 
telephone) and a subscriber identi4;y modul« <SIM) . 



Various types of mobile communi-cation apparatus or uni^s 
15 are known, for example mobile telephones, portable or 
mobile radios, personal digital assistants linked with 
wireless capability, and so on. Depending on the 
communication system such apparatus is set up for; ^his 
apparatus may use a subscriber identity module iSIM) , 
20 also known as a SIM card. Communication apparatus for use 
in cellular communication systems of the "Global System 
for Mobile Communications i<3SVi) type is orie exampl-e that 
uses a SIM. 

25 In this specification, when a SIM is used, the mobile 

communication apparatus without the SIM is referred to as 
a mobile equipment, and with the SIM i-s referred to as a 
mobile server. In this field, another term often used Is 
mobile station, but this is often used in different 

30 circumstances to mean the apparatus with or without tfee 
SIM. In this specification, for -commaiiication apparatus 
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where a SIM is not used, both the t«rms mobile -server and 
mobile equipment are to be understood to encompass the 
communication apparatus . 

5 In the field of this invention it is known for a user, or 
subscriber, of a lost or stolen mobile server mS) to 
inform their network operator that the MS is lost or 
stolen. 

10 The network operator uses the International Mobile 

Subscriber Identity (IMSI) number for the subscriber's 
Subscriber Identity Module (SIM), often called SI^ card, 
to prevent calls etc. from being made using the 
s ub 3cr itoe r ' s S IM • 

15 

However, this has the disadvantage that the sabscriJ^er 
must rely on the network operator to prevent their SiM 
from being used. This service <:an also involve costs that 
may be charged to the subscriber. It is also the network 

20 operator's responsibility that other operators, for 

example in foreign countries, are also informed t-hat the 
subscriber's SIM is to be prevented from t>eing used. I^MSI 
information is shared i>etween ^he public land mobile 
network (PLMN), e.g. a <;SM network, through i:he home 

25 location register (HLR) and the visitor location register 
(VLR) . The home PLMN will then transfer SIM-related 
information to the foreign PLMN. There is therefore 
little chance of a stolen SiW being used abroad if 
disabled in the home PLMN, alt.hough this is not the case 
30 for the International Mobile Equipnvent I^dentity (IMCI). 
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The SIM supports the use of Card Hol-der Verif ications 
(CHV) to authenticate the subscriber to the oa-rd, in 
order to provide protection against the use ot stolen 
cards. The CHV information takes the form of numeric 
5 personal identification numbers <PINs) of 4 'to 8 decimal 
digits. Control access to the SIM at swi4:'ch-on is "dc>ne by 
CHVl . This is not a permanent feature and it is the 
user's responsibility to enable CHVl. However, CHVl is 
only activated when the mobile equipment: <*IE) in which 
10 the SIM is located is switched on. Therefore, when the 
user' s MS is lost or stolen, the CHVl protection will 
only take affect if the ME is switched off and then 
switched back on again <if enabLed) . 

15 Although it is most important that the subscriber's SIM 
is deactivated in order to prevent fraudulent calls etc. 
being made and charged to the subscriber, it is also 
desirable to prevent the mobile equipment <ME) from being 
used by unauthorised persons. 



All GSM MEs, such as mobil-e telephones, haye unique 
International Mobile Equipment Identity ilMEI) numbers. 
It is known for network operators to not only prevent 
calls etc. from being made from the subscriber's SIM by 
barring the IMSI, but also to prevent calls etc. from 
being made from the ME by barring the I*ffil. Nevertl^eless 
it is for more difficult to control IMEI as it is United 
to a MS but not to a network like a SIM card and there is 
no common database of invali<l IMEI. 



30 



- 4 - 

However, few operators uae the IMEI to prevent use of t-he 

« 

ME, and even when they do it suffers the same 
disadvantages as for the operator preventing us« of the 
SIM. Moreover the mechanism used for roaming subscriber 
5 identification through the I*1SI does not apply ^o the 
IMEI. 

A need therefore exists for an improved method and means 
for remote locking wherein the abovementioned 
10 disadvantages may be alleviated. 

St:at:ement of Invent:xon 

15 In a first aspect, the present invention provi-des a 

method of disabling or locking a mobile communication . 
r-- apparatus, as claimed in claim 1. 

In a second aspect, the present invention provides a 
20 method of remotely initiating disabling or locking of a 
mobile communication apparatus, as claimed in claim 2. 

In a third aspect, the present invention provides a 
method of disabling or locking a mobile communication 
25 apparatus in response to a r-emotely transmitt^ed locking, 
message initiating disabling or locking, as claimed in 
claim 3. 

In a fourth aspect, the present invention provides a 
30 storage medium storing processor- inclement abl.e 
instructions, as claimed in claim 23. 
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In a fifth aspect ^ the present invention provi-des a 
communication apparatus^ as claimed in claim -24 . 



5 In a sixth aspect, the present invention provi-des a 
communication apparatus, as claimed in ^laim 25; 



Further aspects are as claimed in t-he depeiKien-t claims. 



Exemplary embodiments of the present invention will now 
be described, with reference to the acoompanyihg 
15 drawings, in which: 

Figure la shows a mobile telephone; 

Figure lb shows a block diagram of the mobile telephone 
20 of Figure la; 

♦ 

Figure 2 shows a method and system arrangement eiftployed 
in an embodiment of the invention; 

25 Figure 3 shows layer 3 messages sent over the air when a 
SMS is successfully sent and received; 

Figure 4 shows encapsulation of the data in a -CP- 
DAT A (SMS -DELIVER) message and highli*ght3 the fiel-ds u-s^ed 
30 in a locking SMS of an embodiment of the invention; and 
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Figure 5 shows a method and system arrangement -shown in 
another embodiment of the invention. 

5 Description of Px-eferred Embodimenes 

Mobile servers (MSs) compri«.e mobile €<5uipment <ME)7 for 
example a mobile telephone, and a Subscriber I^ntity 
Module (SIM) . 

10 

In the following embodiments the invention is implemented 
for a mobile telephone with a SIM, in particular for use 
on a Global System for Mobile Communications i<SSM) 
network. As such the network, mobile telephone and SIM 
15 meet the specifications laid down in the <ySM 

specification by ETSI. The following sections of <he <aSM 
specification are of particular relevance to the present 
embodiments. 

20 For Short Message Servioe (SMS) : 

GSM 03.40: Digital cellular telecommunication's 
system; 

Technical realization of the Short Message Servi<:e 
(SMS) ; 

25 Point-to-Point (PP) 

GSM 04.11: Digital cellular tele-communications 
system; 

Point-to-Point (PP) Short Message Service (SMS) 
support on mobile radio interface 

30 

For the SIM: 



- 7 - 

GSM 11.11: Digital cellular telecommunicatiions 
system; 

Specification of the Subscri^ber IxSentity ftiodul^ - 
Mobile Equipment <SIM - ME) inteirface 

5 

For the PIN/IMSI/CHV: 

GSM 02.09: Digital cellular t-eleconunuiiioations 
system ; Security aspects". 

GSM 03.20: "Digital cellular t^l-eoommunicatipns 
10 system ; Security related network f unt::tions" . 

GSM 11.11 V6.3.0 Ch 3.2: CHV. 

These sections of the GSM specif i<:at ion ar« ihx:orporat^d 
herein by reference. 

15 

It will be appreciated, however, t-hat the invention i-s 
not limited to GSM networks , mobile telephones and SiMs; 
rather the invention may be applied to networks and 
apparatus complying with other -suitable mobile 
20 communication specifications. 

The primary function of the SIM, in conjunction with a 
GSM network, is to aiuthenticate the validity of -an WS 
when accessing the network. In addition it provides a 
25 means to authenticate a user and may also -store other 
subscriber- related information. 

The SIM contains the International Mobile Subscriber 
Identity (IMSI), the purpose of which is to i-dentify a 
30 subscriber. Without a valid IMSI, GSM service i-s not 
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accessible to the SIM, and therefore nor to the MS, 
except for emergency calls. 

There are two physical types of SIM enployed with <SSM: 
5 the ID-1 SIM and the Plug-in SIM. -For ^he purposes o^ 
this description a SIM of the Plug-in type will be 
referred to, however it will be appreciated that the 
present invention also applies to IX)-1 SIMs. 

10 The tasks of the SIM as a security device en^loy a 
microcomputer, processor or similarly functioning 
capability with on-board non-volatile memory. Typically 
there are three types of memory included in conventional 
SIMs: 

1. Masked programmed Read Only Memory <«0M) , whi-^h 
usually contains the operating system of the SIM, the 
administrative system and security algorithms used in the 
authentication of the SIM to the Network operator. 

20 

2. Random Access Memory (RAM), which is used Tor 
execution of the algorithms and as a buffer for the 
transmission of data. 

25 3- Electrically Erasable Programmable Read Only Memory 
(EEPROM) , which is used for the non-volatile memory where 
data that has to be updated is stored. The EEPROM 
contains specific data such as the IMSI, a secret 
authentication key (Ki) unique to every SIM and used in 

30 the authentication of the SIM, as well as subscriber 
specif ic data . 
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The SIM supports the use of Card Hol<ler Verifications 
(CHV) to authenticate the subscriber to the oard^ in 
order to provide protection against the use of stolen 
5 cards. The CHV information takes the form of numeric: 
personal identification numbers (PINs) of 4 to 8 decimal 
digits. Control access to the SIM at switch-on is done by 
CHVl . A disabling function may exist, wherein the use of 
CHVl to verify the identity of the -card holder is 
10 disabled. However, for the purposes of this description 
it will be assumed that CHVl is not dirsabled. 

The SIM itself controls user access by verifying a number 
offered by the user against CHVl stored in its memory. 
15 The comparison is performed by the microcomputer of tlie 
SIM^ which ensures that the valid CHV tloes riot leave the 
SIM. 

CHVl is activated whenever the WS is switched on. 
20 Following correct input of CHVl by the car-d holder, 

functions and actions can be performed on -data stored 
within the SIM. This provides security against 
unauthorised users of the SIM from gaining access to tixe 
functions of the SIM and the data stored on the SIM. 

25 

Conventionally, if an unauthorised person obtains 
possession of the MS with the SIM in position, and with 
the MS switched on, the CHVl will not prevent the 
unauthorised person from using the SIM and the ME, and 
30 for example making calls etc. which will be charged to 
the account of the subscriber of the SIM. Only w^hen the 
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MS is subsequently switxrhed off will the C«V1 J^e^x)me 
effective. 



20 



A second subscriber CHV, (CHV2) may al«o toe provi^ by 
5 the SIM. CHV2 also consists of 4 to 8 decimal dibits, and 
may be used for fixed dialling and other such features 
known in the art. Hereinafter, only C« VI will toe used to 
describe the present invention, however it will toe 
appreciated that the present invention could also -be 
10 applied to CHV2. 

The ME provides the means for connecting to a network, as 

well as the means for a subscriber to interact with their 
SIM. 

15 

Figure la illustrates an external schematic view of an ME 
in the form of a mobile telephone 10. Figure Ito shows a 
block diagram representation of the mobile telephone 10, 
showing certain functional modules thereof. The mobile 
telephone 10 comprises a display 12, user interaction 
means 14 and an antenna 16. The mobile telephone 10 also 
comprises RF circuitry 2 coupled to the antenna 16, as 
well as baseband circuitry < implemented here toy a 
processor 4) that substantially provides the main 
25 functionality of the mobile telephone 10, in co-opecation 
with a telephone memory 6 coupled to the proces-sor 4. 

A SIM 8 is removably located in the mobile telephone 
housing and removably connected to the processor 4 (^ny 
30 conventional mobile telephone/SIM fixing manner fliay toe 

used) . The SIM 8 itself comprises a memory IjO, -con^rising 
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the three types of memory described above as being 
included in conventional SIMs. 

The display 12, for example a liquid -cr-ystal display, 
allows information -to be presented to a user from to<:>th 
the mobile telephone 10 and the SIM tvia the mobiLe 
telephone 10} • 

The user interaction means 14, which in the illustrated 
embodiment is in the form of a keypad, allows the u'ser ^o 
interact with the mobile telephone 10, and through the 
mobile telephone 10 with the SIM. The antenna 16 and the 
RF circuitry allow communication between the mobile 
telephone 10 {and the SIM through the mobile telephone 
10) and a network^ (in these embodiments a GSM network) . 

The above described as,pects of the mobile telephone 10, 
SIM 8, and the locking or -disabling mechanisms te.g. GHVl 
and CHV2) operate in conventional fashion, except where 
stated otherwise below with respect to remote locking of 
the SIM and/or mobile telephone. 

In these embodiments, the mobile telephone 10 and SIW S 
have been adapted to offer, and provide for, remote 
locking of the SIM and/or mobile telephone, as will be 
described in more detail below. 

The adaptation may be implemented in the mobile telephone 
10 and SIM 8 in any suitable manner. For example, new 
apparatus may be added to a conventional mobile telephone 
or SIM design, or alternatively existing parts may -be 
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adapted, for example by r^progranuning of the processor 
therein. As such the required adaptation may be 
implemented in the form of processor-implementable 
instructions stored on a storage medium, such a .P«OM, 
RAM or any combination of these or other storage media. 
Furthermore, whether a separate entity or an adaptation 
of existing parts or a combination of these, the 
adaptation may be implemented in the form of harxiware, 
firmware, software, or any combination of these, m these 
embodiment the adaptation is implemented by being 
included in program instructions and data stored in ^he 
telephone memory 4 for implementation by the processor 4 
and in program instructions and data stored in the 51*4 
memory 10 for implementation by the SIM 8. 
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In the case of these embodiments, the adaptation includes 
programming the processor 4 and 'SIM 8 to recognise and 
act upon specific Short Message Service <SMS) messages, 
hereinafter referred to as "locking SMS messages". This 
recognition and acting upon instructions is programmed 
consistently with the protocols and coding defined in 4:he 
above mentioned <SMS message) sections 03.40 and 04.11 of 
the GSM specification i.e. these sections of the -GSM 
specification set out the format and procedure for 
25 standardised content of SMS messages, including SMS 
messages that are to be recogni-sed by the SIM as ones 
containing instructions to be followed (rather than, say, 
text messages), and in these embodiments these formats 
are followed accordingly. Similarly, the proces-sor A and 
SIM 8 are programmed in -conventional fashion to extract 
and follow the instructions contained in such locking SMS 
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messages. The skilled mobile tel-ecommunication 
practitioner using conventional skills when in^plementing 
or following the detailed requirements of the 
specification may readily perform such adaptation. 

It is noted that in other embodiments for use in 
communication systems other than GSM, any correspon-ding 
message or data channel may be used instead of the SMS 
messaging facility of GSM, and ^correspondingly the 
protocols of that message or data channel will -be 
followed accordingly when implementing such an 

• * 

embodimeril: • 

Figure 2 shows a method and system arrangement aocordihg 
to a first embodiment by which a subscriber may lock a 
mobile server (MS) . A lost or stolen mobile seryer (MS) 
18, adapted as the mobile telephone 10 descri4>ed above, 
of a subscriber is illustrated. The lost /stolen MS 1€ 
comprises mobile equipment, in the form of a mobile 
telephone, and a Subscriber Identity Module <'SiM) . The MS 
18 is in communication with a -GSM network 20. 

Also in communication with the GSM network 20 i^ a 
control centre 22. The control centre 22 is al^o in 
communication with one or more telephones 24 via a public: 
switched telephone network (PSTN) and the Internet 5*6. 

VJhen the subscriber of the MS 18 realises that the MS 16 
has been lost or stolen, the subscriber sends a locking 
Short Message Service tSMS) message 28 to the -MS 16 via 
the GSM network 20. To achieve this the subscrH>er «may 
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either use the telephone 24 to call tlie contxol c^htr^ ^2 
and inform the control centra 22 that the *iS 18 has been 
lost or stolen. 

5 Alternatively the subscriber may inform <he control 

centre that the MS 18 has be«n lost or stolen using ^:he 
Internet 26, sending, for example, an HTML r«<iuest 30 to 
the control centre 22 t.o lock the MS 18. 
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When the control centra 22 has been informed -that the 
18 has been lost or stolen, the control -centre -22 sends a 
locking SMS message 28, via the tSSM network 20, to the 
lost/stolen MS 18. 



.. information needed to achieve this operation is at 

r least the telephone number of the SIM card insiiie the MS 
4. to be locked, an identification number that identifies 
the owner of the mobile station and, if CHVl is 
deactivated, the value of this CHVl in order to activate 
20 it. 



The locking SMS message is constructed, "consistent with 
section03.40 of the GSM specification, to indicate that 
the SMS message contains an instruction <as opposed to, 
25 say, a text message) and the instruction itself. 



The SMS feature, as it has been specified in ETSI 
recommendations, is well adapted to the sending of 
specific data. As stated in GSM 03.40, an MS supporting 
30 the SMS feature shall be able to receive a 

(Transfer Protocol Data Unit) of type SMS-OELIVSR from a 
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SC (Service Centre). This TPDU <:oinprises different 
elements forwarded from the originating or added toy 
the SC. One possibility is to use the Transfer J>rotoxs:ol 
Originating Address ( (TP-OA) <i.^. the telephone number 
of the sender), which oan take very specif io values, to 
identify a locking SMS. This is already used, for example 
for some Voice Mail Icon activation SMS nvessages. 
Nevertheless the preferred way is to include a •Us.er Data 
Header (TP-UOH) in the TP-UO (User Oata) field of the 
SMS. This means that the part of the message that: is 
allocated for the text of the SMS is now »split in two 
parts. The first part contains the data necessary to 
activate locking of the MS; the second part may -contain a 
message signifying an instruction along the lines of 
^Please delete this message' or may be en^ty. The 
advantages are that a MS that does not support "the 
locking SMS feature should discard the first pa^r-t of the 
TP-OD (if coir^)liant with the GSM specification on this 
point) and only display the second one. Moreover the TP- 
OD element is very unlikely to be modified by the network 
before being sent to the MS. 

Figure 3 represents lay^r 3 messages sent over the air 
when a SMS is successfully sent and received. In each 
transaction, only the first message (SMS-SUBMIT and SMS- 
DELIVER) contains relevant data for the user. Otber ones 
are used for acknowledgement of the different SMS sub 
layers . 

Figure 4 represents the encapsulation of the data in a 

CP-DATA (SMS-DELIVE*R) message and highlights t-he fields 
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used in a locking SMS. This message contains a header and 
a RPDU (Relay Protocol Data Unit) element ttiat contains 
itself a header and a TPDU (Transfer Protocol Data iSnit:) 
element . 

The MS extracts the information from the TPOU part of the 
message. The TP User Data Header Indicator ^element will 
indicate to the MS that the TP User Data element contains 
a header that shall not be interpret^ed as text message. 
The MS is not able to interpret this header and so shall 
discard it. 

A further alternative illustrated in Figure 2 is for the 
subscriber to send a locking SMS 26 from ano*ther mobile 
server 32 directly to the lost/stolen MS 18 via the ^SM 
network 20. This may be in the form of another mobile 
telephone adapted as per mobile telephone lO described 
above, with the processor 4 and /or SIM 8 <and associated 
memories) adapted to provide such a message forming 
facility readily available through conventional menu 
selection to a user. 

Figure 5 illustrates yet a further alterfiatiye 
arrangement and method, whereby the subscriber uses 
another mobile server 32 to send a request to lock the 
lost/stolen MS 18 using, for example, an SMS message 34 
to the control centre 22. The control centre 22 then 
sends a locking SMS 28 via the GSM ^network 20 to ^he 
lost/stolen MS 18. 
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On receipt of the locking SMS message 28 by the MS 18/ 
CHVl of the SIM is activated and the telephone program is 
reset to simulate a switch off/on^ preven4:ing further use 
of the SIM without the entering of the subs-criber' s 4 to 
5 8 digit CHV code. Furthermore, a flag within the memory, 
for example the EEPROM, of the ME is ^t* When this flag 
within the EEPROM of the ME is -set, access to 
substantially all functionality of the ME is pr^event^ed. 
This prevents use of the ME until ^he flag is reset. 

10 

When the SIM and ME are in this locked stat«, the SIM or 
the ME may display a message on the display of ^he ME, 
for example ^*If you find this phone pleas^e -call 
xxxxxxxxxx'', where the number displayed may either be a 
15 contact number for the subscriber, or a contact number 
for the control centre. It may as an alternative display 
a unique menu that provides automatic calling of the 
contact number. This improves the chances of the MS being 
returned to the subscriber. 

20 

The locking SMS 28 shall comprises an i-n<ii<:ation t^hat. 
identifies it to the ME and/or SIM that it is a locking 
SMS. Preferably, the locking SMS 28 also comprises 
information identifying the IMSI of the SIM and/or the 
25 IMEI of the ME to be locked, to make sure that the 
correct SIM and/or ME are locked. 

In order to prevent unauthorised or inappropriate persons 
locking an MS, the locking SMS 28 may also comprise a 
30 locking code, which must be recognised .by t^he SIM and/or 
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ME in order for then, to be looted. Prefe^raJbly, the 
locking code is encrypted for security 
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The locking SMS 28 may further compri^ information about 
the originator of itself. In this way the SIM ahd/-or t4E 
may only be lockable from specific: authori^^d sour^ces/ 
for example the control centre 22 or one or more 
specified other mobile servers 32. If the information 
about the originator of the locking SWS 28 <lpes not match 
an authorised source then the ^IM and/or ME will not be 
locked. Preferably this information also encrypted tor 
security 
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The control centre 22 receives a request from the 
subscriber to lock the lost/stolen WS 16 and creates and 
^ sends the locking SMS 28 via -the GSM network 20. In or^er 
to prevent requests from unauthorised .or inappropriate 
persons initiating the creating and sending of a lacking 
SMS 28, the control centre preferably utilises -sec^irity 
20 means. 



For example, where a subscriber Tsencts a request via the 
Internet 26 to the Control Centre, prefeirabiy a password 
is required in order for the request to be accepted. It 
25 is also preferable for the request to be encrypted for 
security reasons. 



Alternatively, the subscriber could acce-ss a secure 
website of the control centre, which again would require 
30 at least a password for securi-ty reasons. 
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Where the subscriber uses a telephone 26 or another 
mobile server 32 to request that their lost /stolen tiS 18 
be locked, the user may be asked to enter a security 
code . 

5 

A supplementary security check may be introduced. The 
control centre may send a first SMS as an identif ix:a4:ion 
request to the MS. The MS then replies by a SMS including 
an identification. Only on reception of this -SMS may <he 
10 control centre send the locking/unlocking SMS. This wou^^d 
prevent the locking/unlocking SMS to be receiyed by a 
non-compatible MS. 

The control centre may also ask for an acknowledgement of 
15 the locking/unlocking SMS. Indeed the control centre 

knows that the SMS has successfully been received by^he 
SC but not that the 3C has correctly forwarded the SMS to 
the mobile. This can be done using the SMS STATtJS -REPORT 
function (not supported by all the networjcs) or 
20 requesting an acknowledgment SMS from the locked/ unlocked 
MS. 

The present invention provides the advantage that the 
subscriber is able to disable access to the SIM and/or EM 
25 without having to rely on t+ie network operator with whixrh 
they have subscribed, who would usually <:harge for such a 
service. 

Furthermore, since the actual SIM and/or ME are locked, 
30 rather than their respective IMSI and IMEI being bar^red, 
the user does not have to rely on other network 
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operators, for example network operators in foar^i^n 
countries, to also bar the IMSI and/or IMEI. 

Further advantages include the fact that a messa-ge <:an i>< 
5 displayed on the display of the ^E. As mentioned atooye, 
such a message might be "If you find this phone please 
call xxxxxxxxxx". By displaying such a message the 
probability of the MS being returned to the subscriber is 
greatly increased, not only because the MS is ho longer 
) operable, and therefore of little value^ but also because 
they are provided with a means of returning t:he MS. 

Although the described embodiment discloses a method for 
the subscriber to lock the SIM and/or HE of the 
: lost/stolen MS, it will be apprecia4:ed that t.h.e same 
functionality is also available to the network operator. 

Preferably means are provided for the subscri4>er to 
subsequently unlock the SIM and/or ME of the lost/^toLen 
MS 18 on return of the MS 16 to the -s<5bscriber . Such a 
means may include the requirement for an unlocking SMS 4:o 
be sent to the MS, whether via .the control ^centce 22, or 
directly from another mobile server 32. Such a means may 
instead comprise an unlock menu where the ent:ry -of -the 
locking code would unlock the phone. 

It will be appreciated that security meas.ures similar ^o 
those that might be put in place when sending a locking. 
SMS 28 to the lost/stolen MS 18 should also be oitilised 
when unlocking an MS in order 'to prevent a .person, other 
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than the subscriber, in possession of the MS f-rom 
unlocking the SIM and/or WE. 

Preferably the unlocking SMS comprises an unlocking ^odB, 
which preferably is encrypted for security reasons. -The 
unlocking code may be either one unique to 4:he SIM and/or 
ME, or alternatively when the SIM and/or ME are locked a 
code is generated by either the SIM and/or t!E or -by tive 
control centre 22. 

Alternatively still, the subscriber, when sendincr a 
locking SMS or requesting that the MS be locked, could 
state a code to be used for unlocking the -MS. 



15 The unlocking code may also be the same as the locking 
code, locking and unlocking being -dif ferentiat«<l by the 
structure of the SMS. 



The unlocking SMS preferably con¥)rises an indication that 
20 identifies it to the ME and/or SIM that it is 

unlocking SMS. Preferably the unlocking ^SMS also 
comprises information identifying the IMSI of the SIM 
and/or the IMEI of the ME to be unlocked, to make sure 
that the correct SIM and/or ME are unlocked. 

25 

The unlocking SMS may further comprise information about 
the originator of itself. In this way the SIM ^nd/or EM 
may only be unlockable from specif i-c authorised sources, 
for example the control centr-e 22 or one or moce 
30 specified other mobile servers 32. If the information 

about the originator of the unlocking SMS does not match 
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an authorised source then the SiM andA>r M£ will hot ^ 
unlocked. Preferably this information is also encrypted 
for security reasons. 

5 Again, such functionality may also be matle available to 
the network operator. 

The ability for the MS to be unlocked is a further 
advantage over the prior art, where it is diffi<:ult, if 
10 at all possible, for the subscciber to r^uest the 

network operator to unbar the SIM and/or Since the 

subscriber is able to unlock the SIM and/or WE, it is not 
necessarily required for them to purchase a new MS if the 
lost /stolen MS is returned to them. 

, The present invention is not limited to an SMS message 
being used to transmit a locking/unlocking co^e or 
command to the SIM and/or ME. Any suitable means 
transmitting the locking/unlocking -code or command may he 
20 used, for example an unstructured supplementary servi^s^s 
data (USSD) message, or any appropriate message or data 
format in systems other than GSM systems. 

Although in the above embodiments the mobile equipmeiit i-s 
25 a mobile telephone, it will be appreciated that the 

invention is not limited to this, rather the invention 
may be applied to other types of ^obil^e or remote 
communication units, €or example portable or mobile 
radios, and personal digital assistants linteed with 
30 wireless capability. 
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It will be understood tha^ the remote locking described 
above provides at least some of the following advantages: 

(i) the subscriber of the mobile server ^WS) dpe3 not 
have to rely on the network operatior ^o prevent use 
of a lost or stolen SIM card. Instead the user can 
lock the SIM himself, remotely and immediately. 

(ii) since the SIM i4:seif is locked rather -than 
simply being barred by the network operator, it is 
not necessary for the subscriber to cely on the fact 
that the network operator with which they have 
subscribed has barred the use of the SIM. 

(iii) means for locking the mobile equipment X^E) in 
which the SIM is located is provi<led. Although some 
network operators use the IMEI to i<lentify lost or 
stolen telephones / not all do and so the present 
invention is particularly advantageous to these 
latter operators. 

(iv) as with the SIM, because the present invention 
locks the telephone itself, the subscriber <loes not 
need to rely on the recognition of the IMEI by the 
network operator and other, e.g. foreign, operators. 

(v) a message can be displayed on the ME, inforraing a 
person who finds the MS that it has been lost and 
providing a contact number etc. or even a mechanism 
•to allow the person to call this number, thus 



improving the likelihood that the MS ^ill be ^returned 
to the subscriber. 



(vi) means for unlocking both ^he SIW ami the ^^E.by 
the subscriber on return of ^he fnobile server to 
their possession ean be provided/ which at present i 
very difficult, if at all possible, when the SIM and 
mobile equipment have been barred by the network 
operator. 
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ClcLxms 

1* A method of disabling or locking a niobil*e 

communication apparatus, comprising the st^ps -olEi 

forming a locking message conprising an 
instruction f-or the mobile communication apparatus to 
disable or lock; 

transmitting the locking message ^o ^Jie mobil^e 
communication apparatus; 

the mobile communication apparatus receiving the 
locking message; and 

the mobile communication apparatus ii^lementlrig a 
disabling or locking process in response to receiving the 
locking message. 

2. A method of remotely initiating disabling or 
locking of a mobile oommunication apparatus, comprising 
the steps of: 

forming a locking message -oomprisiTig an 
instruction for the mobile oommunication apparatus to 
disable or lock; and 

transmitting the locking message to the mobile 
communication apparatus. 

3. A method of disabling or locking a mobile 
communication apparatus in response to a remotely 
transmitted locking message initiating disabling or 
locking, comprising the steps of: 

receiving the locking message; and 
implementing a disabling or locking process in 
response 4:o receiving the locking -message. 
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4. A method according to any preceding claim, wherein 
the locking message is forined at and inijtially 
transmitted from a control centre. 

5 

5. A method according to claim 1 or 2, or claim 4. 
when dependent from claims 1 or 2, further comprising the 
step of receiving an input from a user r-eques^ing ^he 
mobile communication apparatus to he disabled or locJoed, 

10 and wherein the step of forming the locking message is 
performed in response to receiving the input from the 
user. 

6. A method according to claim 5, wher;ein the ii^pu<: 
15 from the user is received from one of the following: 

(i) the Internet; 
^ (ii) a landline telephone; 

(iiij a mobile telephone. 

* 

20 7. A method according to any of claims 1 to 3, 

wherein the locking message is formed at and initiially 
transmitted from a mobile telephone. 

8. A method according to any of claims 1 ^o 3, 

25 wherein the locking message is formed at and transmitted 
by a network providing communication servi<:e -to t't« 
mobile communication apparatus • 

9. A method according to claim 1 or 3, or according 
30 to any of claims 4 to 8 when dependent from <:laim 1 or 3, 

further comprising displaying a message, relatied to thje 
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disabling or locking, on a display of the nvobile 
communication apparatus. 

10. A method according to any preceding clAim, whecein 

the locking message further comprises a locking -code 
corresponding to the particular mobile apparatus being 
disabled or locked. 

11- A method according to any preceding claim, wherein 

the locking message further comprises information related 
to the initiator of ^he locking message. 

12. A method according to claim 10 or 11, wherein the 
locking code and/or the information rela4:ed to the 
initiator of the locking message is encrypted. 

13. A method according to any precedin-g claim, whecei^- 
the mobile communication apparatus *comprises a mobile 
equipment and a subscriber identity module, SItl. 

14. A method according to clai-m 13, wher-ein t-he mobile 
communication apparatus is operating on a *t5SM syst^em. 

15. A method according to any preceding -claim wher-ein 
25 the mobile communication apparatus or the mobile 

equipment comprises one of the following: 

(i) a mobile telephone; 

(ii) a portable raciio; 

(iii) a mobile raciio; 

30 (iv) a personal digital assi-stant. 
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16. A method according to claim 14 or a-coording 

claim 15 when dependent from claim 14, wherein the 
locking message comprises a short message *servi-Ge, SMS, 
message. 



17. A method according to any of claims 13 t.o 1^, w}>en 
dependent from claim 1 or 3/ wherein the steps of 
receiving the locking message and implementing the 
disabling or locking process in response to -receiving the 
10 locking message are implemented at least in part by the 
SIM. 



18. A method according to claim 1, 3, or any of claims 
4 to 17 when dependent from claims 1 -or 3, wherein 
15 implemented disabling or locking process disables 

locks the mobile communication apparatus until a ^orr-ect 
personal identification number, PiN, i-s 



19. A method according to claim 16 when detpehdent from 
20 claim 14, wherein the implemented -disabling or locking 
process is one of the following: 

(i) the GSM CHVl process; 

(ii) the *GSM CHV2 process. 

25 20. A method according to claim 1, or any of claims 4 
to 19 when dependent from claim 1^ further comprising t4?e 
steps of: 

forming an unlocking message con^rising an 
instruction for the mobile communioation apparatus to re- 
30 enable itself or unlock; 
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transmitting the unlocking message to the mobile 
communication apparatus; 

the mobile communication apparaJ:us .receiving the 
unlocking message; and 

the mobile communix:ation apparatus i^l^menting a 
reversal of the disabling or locking process in r-espon-se 
to receiving the unlocking message. 



21. A method according to claim 2f or any of claims 4 
10 to 19 when dependent from claim 2, further compri^in^g the 
steps of : 

forming an unlocking message comprising an 
instruction for the mobile communication apparatus t^ ce- 
enable itself or unlock; and 
15 transmitting the unlocking message to the mobile 

communication apparatus. 



22. A method according to claim 3, or any of clain^ 4 
to 19 when dependent, from claim 3, further compri*sing the 

20 steps of: 

receiving an unlocking message; and 
implementing a reversal of ^he tlisabling or 
locking process in response to receiving the unlocMhg 
message. 

25 

23. A storage medium storing processor-in^lementable 
instructions for controlling one or mor*e processors 'ti> 
carry out the method of any of claims 1 to 22. 

30 ,24. Communication apparatus adapted to perform ^he 
method of any of clai^ms 1 t-o 2*2. 
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25. Conununication apparatus comprising a storage 
medium according to claim 23. 



5 26. Communication apparatus according to claim ^4 or 
25 in the form of mobile communication apparatus. 

27. Communication apparatus according to -claim -2-6^ 
wherein the communication apparatus is one of a mobile 
telephone, a portable or mobile radio, a per^^sonal digital 
assistant, a laptop computer, a wireles«ly netwpr.lced 
personal computer. 



28. Communication apparatus ac-cording to ^laifn 24 pr 
15 25 in the form of a control centre. 



29. A method of disabling or locking a mobile 
communication apparatus substantially as hereint>efpre 
described with reference to the accon^anying 



30. A method of remotely initiating ^disabliilg or 
locking of a mobile communication apparatus substantially 
as hereinbefore described with reference to the 
accompanying drawings. 

31. A method of disabling or locking a mobile 
communication apparatus substantially as hereinbef p*re 
described with reference to the accompanying drawings. 
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32. Communication apparatus substantially as 
hereinbefore described with reference to t-he ac<2ompanyi<ig 
drawings. 
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